
Fiscal Year 2001 Performance


Performance Area:
Safeguards and Security
Performance Objective 
#1
Assessment of Operational Effectiveness

The Laboratory will work in partnership with DOE to assure effective management of Laboratory Safeguards and Security operations consistent with DOE requirements.

(Weight = 100%)
Criteria:
1.1
Performing to DOE Protection Expectations

To adequately protect DOE and Laboratory assets, an effective Safeguards and Security Program will comply with Federal, state, and local laws and all applicable DOE Orders.


(Weight = 75%)
Performance Measures:
1.1.a
Performance Assessment Ratings
The Operations Office survey rating during the review period as adjusted.


(Weight = 75%)
Assumptions:

Surveys will be conducted cooperatively between DOE and the Laboratory.  Every attempt will be made to reconcile differences jointly at the topical area level.  Areas not included in the survey due to previous satisfactory performance will be considered satisfactory.  Each topical area will be assigned a numeric value or points totaling 100.  The value of possible points assigned to each topical area will be set by the Operations Office at the beginning of the fiscal year.  Assigned points may be changed during the fiscal year by mutual agreement.  During the survey process each topical area will be assigned a rating of satisfactory, marginal or unsatisfactory.  A point score will be determined for each topical area.  The points for all topical areas are added to achieve the overall score.  The results of Laboratory self-assessments, assessments by other organizations such as the Office of Independent Oversight and Performance Assurance incidents or violations may be taken into consideration to adjust the overall score.

Topical Areas
Points
Program Management
20

Protection Program Operations
20

Information Security
20

Nuclear Material Control and Accountability
20

Personnel Security
20

Gradients:
Satisfactory
70 – 100%

Marginal
50 – 69%

Unsatisfactory     0 – 49%

Performance Narrative: 
Reviews of LLNL Safeguards and Security programs by NNSA OAK and the DOE Office of Independent Assessment (OA) during the performance rating period resulted in Satisfactory ratings.  Seven new findings were given during this period; however, they were not of sufficient concern to cause less than Satisfactory ratings in any of the security topics reviewed.  A review by OA in March 2000 found significant improvements in management and technical implementation of the LLNL cyber security program.  Also important to positive review results were the approval of the Site Safeguards and Security Plan by NNSA, the implementation of Integrated Safeguards and Security Management according to Appendix O criteria, and aggressive self-assessments in Material Control and Accountability.  

The LLNL appointment of an Associate Director for Security was important to progress in these security initiatives and in prioritizing tasks in multiple security disciplines to contend with budget constraints.  Also, strengthened oversight by the University of California was important to meeting contract requirements in Safeguards and Security.

Performance Rating (Adjectival):    FORMDROPDOWN 

93.00% 
Criteria:
1.2
Corrective Action Planning (DOE)

A deficiency management program will be in place to ensure corrective actions for deficiencies are developed and completed in a timely fashion.


(Weight = 25%)
Performance Measures:
1.2.a
Corrective Action Plan Completion (DOE)
Percent of on-schedule corrective action plans resulting from DOE findings.


(Weight = 25%)
Assumptions:

A corrective action plan will be deemed complete at the time the last milestone is completed. When a corrective action plan is dependent upon an action, (other than a validation) that must be completed by an outside agency that the laboratory has no direct control over the action will not be considered as a part of the overall percentage.  If a corrective action plan has multiple milestones and the final milestone is scheduled for completion on a date beyond the assessment period, consideration for the corrective action plan being on schedule will be made if the last milestone that is scheduled for completion during this assessment period has been completed on schedule.  Corrective action plans with initial milestones that are not due within the assessment period will not be considered. 

Gradients:
Satisfactory
90% - 100%

Marginal
70% - 89%

Unsatisfactory    0% - 69%

Performance Narrative: 
Corrective action planning was reviewed during the annual OAK survey of LLNL Safeguards and Security programs and found to be effective.  NNSA OAK and LLNL reviewed the status of the corrective action plan milestones every month.  Corrective action planning by LLNL includes identifying root causes and analyzing risks.  During this performance period, eight findings resulting from security surveys were managed by corrective action plans, and corrective action planning began for four new findings.  Milestones were met and findings were closed in accordance with the corrective action plans.  NNSA OAK approved modifications to corrective action plans and validated the effectiveness of actions to close findings.

Performance Rating (Adjectival):    FORMDROPDOWN 

100.00% 
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