USE OF CLASSIFIED OR SENSITIVE INFORMATION
AL Policy:  The Contractor has an obligation under its prime contract to address national security concerns and affirm that classified information and sensitive information will be safeguarded.

The Contractor should take all reasonable precautions to ensure that no national security information or any other information that could lead to nuclear proliferation or contribute to technological superiority, if disseminated to foreign nationals or countries, is unintentionally included in technology transfer agreements.

AL Approval Requirements:  The Contractor must verify that a classification review for classified or unclassified controlled nuclear information has been conducted by an authorized classifier and a technical program official.  The Contractor’s CRADA file must contain the results of the classification review.  The technical review must be made by someone possessing a programmatic perspective and view of the usefulness of an invention in a weapons context. The AL Contracting Officer or representative must approve in advance any proposed technology transfer arrangement, including CRADAs, which involves technology that is classified or is unclassified controlled nuclear information as covered under Section 148 of the Atomic Energy Act as amended.

If the technology is determined to be of a classified or sensitive nature, the JWS must identify the results of the Contractor review in order to obtain the appropriate DOE-ALBUQUERQUE review and approval.

Contractor Documentation Required:  The Contractor's files must contain evidence that a classifier and technical program official have conducted reviews of the project and its technology and how the final classification was made.  E-mail can be used in this case as long as the message is clearly from the classifier/manager.  This information is required for audit purposes.

    �  LANL - Contract No. W-7405-ENG-36, Clause 68, Article I, J, 1.  SANDIA - see the 2-Party Agreement under Contract 	No. DE-AC04-76DO00789, dated 1/15/91, Article I, J, 1.  ITRI - Modification No. M168 to Contract No. DE-AC04-	76EV01013, Article I, J, 1.





